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For many organizations today, Microsoft Teams has become integral to the way they

do business — not just becoming central to collaboration across Microsoft 365, but also
enabling video and voice communication inside and outside the organization. Voice
enhancements including Teams Voice, Calling Plans, Direct Routing, Operator Connect
have driven adoption of Teams like never before. According to Microsoft on their April
Quarterly Earnings Call, the total Operator Connect minutes increased 8x quarter-over-
quarter in the first quarter of 2022 alone. In short, Teams Voice is increasing in popularity
and use.

Because of this, organizations need to be able to ensure service the insight it provides, and look for ways to augment that data
quality, so that Teams supports and doesn't hinder productivity. with visibility into any and all aspects of the connection between
Microsoft provides the Call Quality Dashboard (CQD) as a means the user and any of the Teams Voice-related services to get a
to historically understand when individuals, and groups of users much broader picture of what may be impacting Teams calls as
based on network, building, and location data have had issues, the first step to taking action to actually remediate any issues
empowering those responsible in IT to dig a bit deeper and affecting the user experience with Teams calls.
determine if there is something that can be done to improve
service quality. In this white paper we'll look at some of the challenges
organizations face when it comes to monitoring Teams call
One of the challenges in doing this is there are many factors quality, what Microsoft offers to help with this, and how its
outside of Microsoft Teams that can impact call quality. So, it services can be enhanced using third-party solutions.

becomes necessary to take the foundation of the CQD and all

Martello: Comprehensive Call Visibility for
Microsoft Teams

Microsoft has taken great strides to provide
organizations using Microsoft Teams’ call
functionality with visibility into when and where call
quality issues exist. But they have always trusted

in their partners to ind ways to enhance built-in
capabilities with partner solutions. Martello Vantage
DX provides comprehensive visibility across every
aspect of a user’s use of Teams, giving organizations
both proactive insight into when, where, and why
Teams call issues exist — as well as how to remediate
the issue, in some cases, before a user even
experiences it.

Look for insights from Martello throughout this
paper.
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A lot of organizations that have moved to Teams over the past year or two have done so in an accelerated
fashion, and under considerable duress. Now that the dust has settled, these same organizations are finding
themselves faced with the challenge of taking advantage of every aspect of Teams — including Voice Calling.

To their credit, Microsoft has put a lot of effort and resources
into building a robust, highly available, highly durable platform

that will support its users. But we also know that there are always

challenges and potential performance issues affecting user’s

experience with Teams. While even Microsoft is susceptible to
issues, it and when users are having service quality challenges
with Teams calls, it's unlikely it has much to do with Microsoft.

The reality is there are so many areas where things can go
wrong. For example, take the scenario of someone joining a
Teams call from their home network, each of the following can
have a significant effect on the experience in Teams and the
quality of the call:

« Endpoint performance — If the endpoint is being
overwhelmed by some other application running there, it's
going to affect Teams' ability to deliver a great experience.

Also, the peripherals used — specifically non-certified headsets

—may also impact call quality.

 The connection from their home to their ISP — Unlike

the corporate world where everything is standardized, users
utilize a wide range of WiFi solution, Internet routers or
modems, and Internet providers, all of which can be a source
of latency resulting in Teams service quality issues. Something
as simple as a user sitting a little too far from their access
point can impact Teams call quality. On top of this, many
people working from home are competing for bandwidth

or connectivity with other members of their families, as most
home networks aren't built with business applications in mind.

The internal network — Microsoft recommends that users of
Teams (and every other Microsoft 365 service) take the most
direct path between the user’s endpoint and the Microsoft
Cloud. But many organizations require users to connect to the
corporate network first (to access corporate resources), and
then pass through the network to reach the Microsoft Cloud.
This introduces latency from routing misconfigurations, use of
network security solutions that scan network traffic, proxies,
and even just oversaturation of the network from use.

e The path from the ISP into the Microsoft network —

This is when you get specific about the path any given user
takes to interact with the Microsoft Cloud. It's entirely possible
that a user in the Paris office working remotely could utilize

a VPN that connects them to the corporate network using

a data center in the US, which then routes to the Microsoft
Cloud within the US — all because of the use of a VPN. This is
also not restricted to people working from home, where calls
are accessing the Microsoft network can also affect different
business sites.

Interaction between Teams and Telephony — With Teams
calls specifically (whether using Direct Routing, Operator
Connect, or Calling Plans) there are telephony devices and
services that come into play, including SIP gateways, session
border controllers, and PSTN providers.
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Every one of these aspects of connectivity between the user and
their calls over Teams has the ability to inject latency, packet loss,
and jitter, which will all adversely impact Teams performance, and
Create a poor end-user call experience.

Although you might think that a lot of these challenges have
been mitigated with people moving back to their well-tuned
corporate networks, this is often not the case. And there’s

a couple of reasons for this: first, a lot of these offices were
architected for voice, not for video and collaboration. Second,
there are persistent VPNs in these offices which are ensuring
secure links back their headquarters. So, it's not uncommon to

see users actually having a great Teams experience at home, but
a terrible experience when they return to the office.

Because Teams call and voice service quality can be a multi-
faceted problem, how can you gain the needed intel into each
of these aspects of a connection with Teams in order to first
determine an issue exists and then the insight to potentially do
something about it?

Let's begin with Microsoft and the visibility they provide built into
Microsoft Teams.
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To start, Microsoft has gone to great lengths to ensure that there's good call quality and a great user
experience within Teams by including functionality that can be broken down into two different categories:
what the user sees, and what they don't see. Users see functionality like the pop up that reminds them if
they've left themselves on mute when talking — these kinds of capabilities ensure as great a call experience
as the user needs to know about. But behind the scenes, Microsoft is working overtime with technologies

designed to optimize whatever network connectivity is present between the user and Teams.

Microsoft knows that where a user’s call is accessing its network
has a fundamental effect on quality, so it wants to make sure that
wherever an individual sits — whether it's at their home office,
their business, or a hotel room — they're as close to the Microsoft
network as possible. And this is being achieved through
relationships with ISPs. There have also been improvements to
the Teams codecs, with the introduction of the Al-powered audio
codec, Satin, which establishes high-fidelity, professional-grade
audio.

On top of this Microsoft provides some key tools to help admins
get that sought-after visibility into their call networks, so they can
start to pull together a picture of where issues are occurring:
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Call Analytics

This is a powerful tool which visualizes call session data to help IT
understand both perceived call quality and technical call quality,
using data being made available to the admin within a maximum
of 30-mins after a Teams call has ended. Found in the Teams
admin center, call data is organized by audio device, system,
connection, and network, providing visibility into call session
details.

Call Analytics serves as the frontline for anyone supporting
Teams users. For example, if a user called the helpdesk about the
audio quality of a Teams call, should there only be one person
having the problem, Call Analytics can provide granular details
about that user’s calls to enable the admin to identify what
similarities exist during problem calls (e.g., using a particular
headset).
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Call Quality Dashboard (CQD)

Created to help admins monitor call and meeting quality at an
organization-wide level, CQD can provide insight into how users
are interacting with Teams, and whether or not they're getting

a good experience. It won't necessarily tell you why they might
be having a bad experience, but it does provide you with a
starting point to see whether any issues are isolated to one user

This visibility facilitates an understanding of when issues are

occurring, and in some ways, may be likely to occur in the future.

Both CQD and Call Analytics require that admins know how to
look at the collected call session data and have some degree of
experience to quickly identify root causes of problems.
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Augmenting the CQD

Although Microsoft provides the backbone of data for you to
be able to accurately monitor Teams call performance, it's still
necessary for organizations reliant on Teams to have complete
visibility into all aspects of the connectivity between the user and
Teams. To accomplish this, there are a number of monitoring
technologies available to organizations through Microsoft
partner solutions that provide different perspectives to the issue
of Teams calls. These include:

« Synthetic Monitoring — Robot agents are installed on
systems to represent an office, a geography, a type of network,

a specific connectivity method, etc. These agents simulate

user interactions with Teams (e.q., they make calls, schedule
meetings, upload and download files, etc.) to provide IT
with visibility into service quality issues before users actually
experience them.

e Real User Monitoring — This provides visibility into what'’s
being experienced by specific users and their activities while
working from home or in the office.

e Network Path Monitoring — This takes the trace route data
from the network path users take to the Microsoft Cloud, to
quickly pinpoint whether problems are related to the cloud
provider, the corporate network, the ISP or user's home network.
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Leveraging these three monitoring technologies augments the call data from CQD with activity,
infrastructure, service, routing, and experiential data that can help identity when service quality declines,
who is impacted, and in many cases, what the right course of action is to remediate the issues. In total,
using these four sources of information, organizations can gain insight that they might not be able to
obtain otherwise with reactive call data alone. This actionable insight manifests itself in three ways that can
speed up the process of both reactively and proactively addressing Teams service quality issues.

1. Prioritization 2. Resolution

CQD data provides one-off visibility, helping to understand what's Once priorities are established, resolving issues quickly becomes
taking place with an individual user. But if a problem impacts the charge. Having as much contextual information about the

a particular office or geography, having complete end-to-end problem, where it exists, who is impacted, and what separates
visibility from so many data sources helps to establish the scope those having the issue from those that aren’t will all help to

of call quality issues, helping IT teams prioritize issues based on reduce the time necessary to solve the issue. If you know, for
impact to the organization, increasing the speed and efficacy of example, that the Geneva office is having an issue making calls,
their response. it is possible with additional monitoring sources to see if the

corresponding SIP provider, SBC, and PSTN connectivity are all
functioning to either confirm or eliminate them as root causes.

12

Beyond the Call Quality Dashboard: Turning Microsoft Teams Call Information into Actionable Insight



=" Microsoft 365 MARTELLO

i

i
it
{

I

3. Optimization

In some cases, with the CQD alone, your organization may
only be able to achieve a certain level of call quality —and no
one knows why. Partially, the issue is a lack of understanding
how users connect to Teams and where in the path things slow
down. By putting additional monitoring technologies in place,
organizations gain visibility into whether the way the network
is architected is contributing to the problem, or if it's only users
connecting via a particular VPN appliance, or if it's one of the
three ISPs your corporate headquarters uses. There's also an
opportunity to continue to optimize Teams use moving forward,
as new features are added, companies are acquired, digital
transformations are implemented, and the hybrid workforce
evolves over time.
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As your organization continues to increase its reliance on Teams’ voice-related features, the
need to look at the underlying problems — that largely reside outside the sphere of Microsoft's
influence — is also going to grow. In other words, when you have lots of users on Teams, there
are going to be lots of problem that have nothing to do with Teams.

In order to solve these and continue to see users having a great
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experience with Teams calls, it will be necessary at some point

for organizations to leverage additional sources of monitoring
data that provide context and insight into who, where, and why S—

Teams call issues are occurring. By leveraging Microsoft partner
solutions to gain this level of visibility, organizations will be able
to more easily address service quality issues, while discovering

new opportunities to elevate the overall performance and user
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About Martello

Martello empowers IT teams around the
world with unigue Saa$ that optimizes
the modern workplace to deliver a stellar
digital user experience for Microsoft
Teams and Microsoft 365.

Martello bridges the gap between
traditional performance monitoring tools
and the need for insight into the user
experience of today's mission-critical
cloud services. Martellos Vantage DX
provides deeper insight into Microsoft
365 and Teams performance and user

experience by correlating data on network

and application performance with insight
into the user’s experience of the service.

While other DEM solutions can make this
connection between performance and

user experience, Martello takes this a step

further, demonstrating to enterprises why
the problem happened.

Martello (TSXV: MTLO) is a public
company headquartered in Ottawa,
Canada with employees in Europe, North
America and the Asia Pacific region.

Learn more at www.martellotech.com

Ready to see
Microsoft Teams
Monitoring

in action?

Book a demo
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